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Introduction

Passkeys for Developers in Five Minutes
If you only have a few minutes, here is the technical short version.

A passkey system is not only a browser prompt. It is a small account
system made of boundaries: the browser or native app runs the
ceremony, the authenticator holds the credential, the server creates
and verifies challenges, and the application layer still has to issue
sessions, manage credentials, expose settings, support recovery, and
observe failures.

The simplest implementation shape looks like this:

Registration

1. server creates registration options and challenge state

2. browser or native app asks the authenticator to create a credential
3. server verifies the result

4. server stores a credential record tied to the right account
Authentication

1. server creates authentication options and challenge state

2. browser or native app asks the authenticator to use an existing
credential

3. server verifies the result
4. application issues a normal signed-in session

The server usually stores the public key material and related
credential metadata. The private key stays on the user side. Challenges
should be short-lived, single-use, and tied clearly enough to the
intended flow that replayed responses and wrong-context verification
are hard to accept by mistake.

The main mistakes are predictable:
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1. treating a successful demo as a finished product

2. misunderstanding origin or relying-party boundaries

3. under-storing credential metadata

4. building weak recovery around strong authentication

5. shipping without enough tests, logging, or rollout visibility
What this book will help you do:

1. understand the boundaries that matter before writing code

2. build registration and sign-in flows with clearer route and data
shapes

3. model more than one credential per account

4. design recovery, rollout, and fallback without quietly weakening the
system

5. test, debug, observe, and operate passkeys as part of a real product

Book Positioning
This book is for people building passkey support.

It assumes familiarity with the broad case for passkeys and moves into
the more technical questions around registration, authentication,
sessions, credential management, recovery, testing, rollout, and
operational failure.

It is not a standards dump and not a vague product overview. It is a
practical implementation book focused on building and operating the
system carefully. It is aimed mainly at engineers, security partners,
and technical product builders making architecture decisions. It
expects comfort with application code, but not fluency in WebAuthn at
the start.



How The Companion Project Works

This book uses one fictional companion project throughout:
Bridgecairn Accounts. Here, the project is not just a scenario. It is
the implementation spine.

The project should make a few things visible: what the browser sends,
what the server stores, how challenges are created and verified, how
credentials link to accounts, how sessions are issued, how recovery
can weaken the system, and how rollout logic coexists with existing
password flows.

Right now Bridgecairn Accounts already shows:

1. browser-driven registration and authentication

2. real server-side verification on the JSON passkey endpoints
3. multiple passkeys per account

4. rename and remove flows in settings

5. password fallback policy tied to credential coverage

6. recovery queue guidance with support notes

7. account-level auth audit history

That lets later chapters point to visible routes, state, settings, tests,
and audit history instead of speaking only in abstractions.

The most useful way to read this book is to run the companion project
locally and keep one browser tab and one code window nearby. Read
the chapter first, then open the matching Bridgecairn page, route, or
file. Registration chapters pair well with the settings page and the
registration JSON endpoints. Recovery chapters pair better with the
recovery queue and sample policy data. The project is there to make
the system easier to see, not to force a strict lab exercise. For browser
passkey flows, use http://localhost:8000 rather than 127.0.0.1.

The setup path is:

git clone https://github.com/nextframedev/bridgecairn_accounts.git
cd bridgecairn_accounts
python3 -m venv .venv
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source .venv/bin/activate
pip install -e ".[dev]'
bridgecairn-accounts-web

Then open http://localhost:8000. The most useful first tabs are /
sign-in, /settings/maya@bridgecairn.com, /support/recovery,
and /rollout, while the code surfaces you will return to most often
are web.py, service.py, store.py, and tests/test web.py.

Bridgecairn keeps its state in memory because that makes the
boundaries easier to see, but production systems need durable
storage. In practice that usually means persistent credential records,
expiring challenge state, a clear session store choice, and audit history
that survives process restarts and support reviews.

A simple build-and-read order helps:

1. Chapters 1-2: clarify boundaries and terms

2. Chapters 3-4: build registration and authentication

3. Chapter 5: make credential management real

4. Chapters 6-8: harden recovery, edge cases, and rollout
5. Chapters 9-11: test, observe, and debug the system

6. Chapter 12: review the rollout as one coherent program

A Few Terms Before We Start
Public key and private key

The public key is what the server stores so it can verify later sign-ins.
The private key stays on the user side, in the authenticator or
credential manager, and is used to produce signatures that prove
control of the credential.

WebAuthn

WebAuthn is the browser-and-device protocol surface used to create
and use passkey credentials. In practical terms, it is the part that gives
the browser options, receives ceremony output, and enforces
important trust boundaries.



FIDO2

FIDOz2 is the broader standards label around modern passkeys and
security keys. The clean mental model is this: F1po2 is the umbrella.
WebaAuthn is the web-facing layer. cTap is the local layer between the
client side and the authenticator.

Security key

A security key is a separate physical authenticator, often a USB, NFC,
or Bluetooth token. It may hold or use credentials for passkey-style
sign-in, but it is the device, not the credential itself.

Relying party and origin

The relying party is the site identity the credential is scoped to. The
origin is the exact web origin the browser sees when the ceremony
runs. Both matter because the server verifies the response against
those expected identities.

Challenge

A challenge is one-time state the server creates for a registration or
authentication attempt. It exists so a later response can be tied to the
specific ceremony the server intended to verify.

Authenticator

The authenticator is the component that actually creates or uses the
credential. That may be a platform device, a password manager, or a
hardware security key.

Attestation and assertion

Attestation is the registration-side proof material. Assertion is the
authentication-side proof material. Most teams do not need to obsess
over the formal words immediately, but they do need to know that
registration and sign-in do not return the same kind of data.



Part | — The Developer Mental
Model

This first part gives a calm technical footing. It is there to make later
implementation detail feel structured rather than overwhelming.



Chapter 1. What You Need To
Understand Before Writing Code

Teams often start implementing passkeys before they agree on what
the system is actually responsible for.

That confusion shows up quickly. Someone treats the browser prompt
as the whole feature. Someone else talks as if the server is storing a
new kind of password. Someone else assumes passkeys are mostly a
user-interface upgrade. All of those views catch part of the truth and
miss the rest.

This is partly because the web inherited passwords before it had a
standard way for the browser, device, and authenticator to share
identity work. Passkeys are not a fashion trend. They are a response to
the limits of shared secrets and the growing patchwork of resets, MFA
steps, and support work around them.

The calmer technical model is better:
- the authenticator holds the credential
- the browser or native app participates in the ceremony

- the server stores what it needs to recognize and verify the credential
later

- the application still has to issue a session, manage account state,
expose settings, and support recovery

The ceremony matters, but it lives inside a larger account system.

At Bridgecairn, this is the point where the team stops saying “add
passkeys” as if that were one line item. It becomes obvious that sign-
in, settings, recovery, fallback policy, and support tooling will all move
together.

The first check: before writing code, make sure the team can describe
which responsibilities belong to the authenticator, the browser, the
server, and the account system around them.
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